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Abstract

In this paper, a simulator is designed to simulate a frequency hopping spread spectrum (FHSS)
communication system using VisSim/Comm software which is mainly implemented to design
and analyze problems of communication systems. The simulation of FHSS system requires to
simulate both the transmitter and the receiver as well as the medium (noise/jamming)
between them. This paper presents how these three items are simulated and more over how
the performance of such system can be evaluated. Among many methods of evaluation, the
Bit-Error-Rate (BER) plot is adopted in this paper which is defined as the probability of bit
error (Pe) against the ratio of bit energy (Eb) to the noise energy No (Eb/No).

Keywords: Frequency hopping spread spectrum FHSS, interference, Narrow band
noise jamming, Wireless Communications, Simulation of Communication Systems..

1. Introduction

Spread spectrum systems (SSS) is a class of wireless digital communication systems mainly
designed to overcome a jamming situation, i.e., when an intruder intends to disrupt the
communication. The name spread spectrum comes from the fact that the transmitted signals
occupy a much wider frequency bandwidth than what is required.

It is well known that the intentional jamming situation is most found in military applications,
and as a consequence of this, spread spectrum systems were originally developed specifically
for military purposes (Taub and Schilling, 1986; Don T., 2005). However, in later years,
spread spectrum systems have been introduced in many commercial applications that require
good anti-jamming properties.

The bandwidth necessary for the transmission of a digital communications signal is
determined by the data rate, Ry, (measured in the number of information bits transmitted per
second) and the chosen type of modulation format. For binary pass-band modulation, the
minimum required bandwidth is approximately Wnin = Ry Hz. If the actual bandwidth of the
transmitted signal is denoted by W, then for a spread spectrum system Wss will be much
larger than Ry,. The spectral efficiency of the spread spectrum communication link is Rb/Wss
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bits/second/Hz. It is noticed that, by definition, the spectral efficiency of a spread spectrum
system is very low. However, this is not necessarily the case since several users using spread
spectrum signals can share the same bandwidth, and the system’s spectral efficiency
(measured in the total number of information bits transmitted per second) is considered very
good, although the individual links have low spectral efficiencies.

There are many different ways to use the bandwidth. The most common ones are
called direct-sequence (DSSS) and frequency-hopping (FHSS) spread spectrum. A frequency
hopping spread spectrum (FHSS) is defined, when the base-band data is modulated with
frequency randomly hopping from one frequency to another (Massaro, 1975; Schmidt and
McAdam, 1975; Schmidt, 1975). Frequency hopping was first used for military electronic
countermeasures, because the transmitted signal that uses frequency hopping is difficult to
detect and monitor.

In FHSS systems the carrier frequencies of individual users are varied in a
pseudorandom (PN) manner within a wideband channel. FHSS allows multiple users to
simultaneously occupy the same spectrum where each user dwells at a specific narrowband
channel at a particular instance of time, based on the PN code of the user. In a FH receiver, a
locally generated random frequency sequence is used to synchronize the receiver’s
instantaneous frequency. If the rate of change of the instantaneous frequency is greater than
the symbol rate, the system is referred to as a fast frequency hopped system (Shin and Lee,
2001; Teh et al., 1998). On the other hand, if the channel frequency changes at a rate equal to
or less than the symbol rate, the system is said a slow frequency hopped. Figure (1) shows a
block diagram of a typical wireless communication system using BPSK modulation operating
in the presence of a noise jammer.
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Fig.1: Transmitter, Receiver and Noise Jammer Block Diagram of BPSK Wireless System.

One way to reduce the effect of jamming is to use frequency hopping spread spectrum
(FHSS). Figure (2) shows a block diagram of BPSK-FHSS wireless communication system.
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Fig.2: Transmitter and Receiver and Noise Jammer Block Diagram of BPSK-FHSS Wireless
System.
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A random (or pseudo noise PN sequence) converts a narrowband signal to a wideband
noise like signal before transmission. Bit error rate (BER) of a communication system is
defined as the ratio of number of error bits and total number of bits transmitted during a
specific period. It is the likelihood that a single error bit will occur within received bits,
independent of rate of transmission (Waylan, 1975: Shanmugan and Breipoh, 1988) .

This paper is organized around four sections. Section 1 discusses a general
introduction as is given above. Section 2, describe simulation of communication systems. In
section 3, results of simulation application of BPSK-FHSS system is introduced. Finally the
discussion and conclusion of the application of the designed simulator is presented in section
4.

2. Simulation Of Communication Systems.

In this paper, simulations of BFSK and BFSK-FHSS are built using VisSim/comm. This
program which is mainly designed to simulate and analyze communication systems. This is
performed by selecting and connecting proper simulation blocks. Figures (3) and (4) show
block diagrams of simulating BPSK and BPSK-FHSS wireless communication systems
which are shown in Figs(1) and (2) respectively.
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Fig.3: Simulation block diagram of BPSK communication system.
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Fig.4: Simulation block diagram of BPSK-FHSS communication system.

BPSK Detector

In simulation process, true values of system parameters may not be used but relative
values. Also, complex bocks are sometimes preferred to be adopted than real. The main
reason for these is to reduce simulation time and computation memory.

In this paper, an example will be presented to show how the FHSS can protect
communication system against narrow band jammers. Two cases are analyzed; the first case
is that the original binary data is transmitted by using normal BPSK modulation as shown in
Fig.3. The second case, the same binary data is transmitted through BPSK-FHSS system as
shown in Fig.4. It is assumed in both two cases, that the two transmission systems are
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operated under similar narrow band jammer. Table 1 shows the data used in the simulation.
The simulator designed in this paper is capable to track the signal at any point in the system.
One of the valuable information in this case is the power density spectrum. Figures (5-7)
show the power density spectrum at various points in the BPSK-FHSS system. This is plotted
for the case study mentioned above. These figures show that the transmitted data occupies
more bandwidth (spread) than the original binary data. The spread spectrum bandwidth

depends on the number of hopped carrier frequencies and the spacing between adjacent
carriers.
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Fig.(5) Power spectral density for the original binary data.
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Fig.6: Power spectral density output of the synthesizer.
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Fig.6: Power spectral density output of the Narrow Band Jammer.
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Fig.7: Power spectral density output FHSS + Jammer
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3. Simulation Results

There are various methods of evaluating digital communication systems (Shanmugan and
Breipohl, 1988: Choi and Stark, 2002). The method adopted in this paper is the BER (Bit-
Error-Rate) plot. Figure (8) shows the BER block diagram used in the simulator designed in
this paper.
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Fig.(8) Block diagram of BER.

The two case-study mentioned above are analyzed and evaluated. Figure (9) shows
simulation results of BER when BPSK and BPSK-FHSS are operated under narrow band
jammer. It can be noticed from fig.(9) the effect of frequency hopping on system performance
which shows an appreciable reduction in the value of the probability of error particularly at
practical values of Eb/No at or above 14 dB.
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Fig.(9) Probability of error (Pe) against Eb/No (dB) when BPSK and BPSK-FHSS are
operated under a narrow band jammer.

A comparison between slow and fast frequency hopping in BER performance is shown in
Fig.(10). The results are obtained by running the simulator, keeping all parameters fixed and
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just changing the hope rates between 8 and 1024 hps for the data rate value of Rb=100 bps.
Results indicate that good improvement in system performance is achieved (low Pe values for
the same Eb/No) for the case of fast hopping compared with slow hopping case. Finally, the
effect of number of hopped frequencies on the BER plots is shown in fig.(11) which shows
that lower probabilities of error (Pe) are obtained as the number of hopped frequency is
increased irrespective of Eb/No values.
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Fig.10: Simulation results of slow and fast hopping BPDK-FHSS system.
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Fig.11: Simulation results of operating BPSK-FHSS system with two different numbers of
hopped frequencies.
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4. Discussion and Conclusions

Simulation results show that implementing BPSK-FHSS system significantly reduced the
probability of bit errors (Pe) when compared with normal transmission (BPSK) systems. This
is true if both are both communication systems are operating under the same environment of
narrow band jammer conditions.

A simulator for frequency hopping is designed using VisSim/comm program. The
simulator is capable of simulating a complete communication system operating under
noise/interference jamming environment. The simulator has the capability to evaluate
communication system performance through the use of BER plots. Results of simulation
show that the present simulator could be used in designing communication systems and other
research areas of relevant field. Undergraduate/postgraduate student can use this simulator in
their study/research fields. This simulator can be developed to cover other types of digital
communication techniques such as frequency, MFSK-FHSS, frequency hopping multiple
access (FHMA) system, hybrid direct sequence frequency hopping system (DS/FH),
Bluetooth systems and others.
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